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The ENIGMA Project

ENIGMA is a Horizon Europe EU-funded
research project, 12 partners, 2023-2025

Endorsing safeguarding, protection &
provenance management of cultural
heritage

Main threats to Cultural Goods consist of
armed conflict, natural disasters and human
actions.

Small cultural objects are one of the most
illicitly traded, forming a specific focus for
ENIGMA.

Thus, ENIGMA works closely with Law
Enforcement Agencies (LEAs), museums
and cultural experts.
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ENIGMA’s Objectives

ENIGMA develops tools and technology to
help in the fight against looting and the illicit
trade and excavation of cultural goods.

* ENIGMA will help to protect cultural goods
and artefacts by:

* Co-design an authenticity concept for
authentication, identification and
provenance of cultural goods

e Use satellite earth observation to
monitor heritage sites

* Develop a decision support platform,
validated through pilot cases, for law
enforcement agencies and cultural
experts.
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ENIGMA Public
Engagement form

1. Enter Information

ENIGMA’s Impact & Outcomes

* Creating a Decision-support platform for law
enforcement and cultural heritage experts
for protecting cultural goods

* Increase the protection of cultural goods
against anthropogenic threats

* Decrease cultural heritage destruction and
improve identification of illicit trafficking

* Provide end-user training

Trained our systems with data, including from
Ashmolean, Arte Orientale Turin, National
Museums Scotland, MAO Ca’Pesaro
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Learning Objectives (LOs)

* LO1: Recognize the value of the ENIGMA
platform and tools for professional

I - R settings

ENIGMA « LO2: Categorize and organize

information in real-world simulations

and scenarios

e LO3: Assess and formulate ENIGMA
workflows to enhance performance

* LO4: Apply ENIGMA tools to facilitate
collaboration in protecting cultural
goods
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Further Training Resources

Please find further learning materials on the
ENIGMA website: eu-enigma.eu (register/login)

- Training manuals
ENIGMA o .
Training videos
Best practices
Real-world examples
VR learning environment
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Pilot Case 1: What?

The dominant cases of smuggling and illicit
trade consists of small CGs and thus forms
the focus of this pilot study.

Pilot 1 focuses on CG documentation and
the efficiency and adaptability of ENIGMA’s
documentation process.

The pilot simulates real-world scenarios to
test ENIGMA tools and workflow: focusing
on authenticity, provenance and traceability.

Pilot 1 will validate the efficiency and
efficacy of the proposed ENIGMA workflow.

It evaluates the tools in different practices in
Malta and Belgium.
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Pilot Case 1: The Platform

* Accessing the platform:
https://enigma.cellock.com/

* Please use the login details that have been
provided to you.

* The Platform follows data standards and
schemes from AAT, ULAN, TGN, EDM,
CIDOC CRM and Dublin Core.

* These standards allow for data entry
consistency and interoperability.

« ENIGMA uses metadata entry paired with Al
and ML tools for provenance.
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Pilot Case 1: Your role

W= m °* CH Profiles: Curators, Historians,
Provenance Researchers, Archivists,
Archaeologists, Collection Management,
Conservators, Ethnologists, etc.

 Scenario: You will both enter detailed and
accurate CG information into the Platform
and retrieve information from the ENIGMA
database.

* What you are given: a series of object
information and data (6-8 each).

 What you will test: Verify if the LEA input is
accurate (if you can) and add new
information in the system.
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SN Pilot Case 1: Workflow

Check
credentials

User Name
Password

We will focus on a small part of the workflow:
consisting of data entry or retrieval

 Users provide accurate and detailed

= o data input of CGs
photo
* Focus on Data entry, retrieval and
- validation
| L * Test Provenance, 3D reconstruction,
58 Scenario Building (workflow), Similarity,

and UAI (authenticity).

; Potentially consists of primary object info:

shape, size, origin, style, material, text,

Archaeplogists or other experts

Flags the item in the

Flags the Item in the
Search on Elicit under the Database

st | [T e || menemacoe i photos, 3D, color ...

analysis

ion of areas in

the Map that have Presentall the
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T Pilot Case 1: Workflow Steps
=T * Step 1: You are assigned an array of objects
e Step 2: Check the LEA data input, and
amend data if needed
= [— « Step 3: Review 2D images or 3D Model to
LognFaer e, the Provenance tool (the platform)
* Step 4: The platform generates a similarity
| i | score based on your input.
. 2 - « Step 5: Review and/or amend the
8 information. You can refer the object to
: unie e coe— (R another expert.
% - « Step 6: The CGs Report is created, this is

called the Unique Authenticity Identifier
et e | AN sewongia unierve cole— (M Record or UAI Record.

analysis from previous steps
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ENIGMA Platform: Login

* Login to eu.cellock.eu to access the tool

Login details for you have been provided

Top right: click login/register

Left: click log in

Enter your email and password

Click login

You now have access to the Expert section of
the ENIGMA Platform.
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ENIGMA Platform: 6-8 Objects

* You are assigned 6-8 objects to test as part
of Pilot Case 1.

* These objects include authentic and fake
objects in museum and non-museum
settings.

* Some objects have extensive provenance
and metadata, some are unprovenanced.

 Some input data (simulated by a LEA) could
be wrong.

The items cover a wide range of data,
including text, 2D images, 3D models, and
with varying metadata, descriptions and
complexities.
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ENIGMA Platform: LEA Input

* Heritage Malta and Royal Museums of Art
and History, Brussels provide basic
metadata input (acting as LEAS)

* The LEA user interface diverges from that of
Experts and has different capabilities

* LEAs and Experts both use Provenance
and Authenticity Tools

* The LEAs have the physical authentic or
forged object, the Experts see the digital
records

* The LEAs provide basic input and assigned
them to you as a CH Expert
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Step 1: Assigned CGs

Access: Provenance Tool - Expert
Click: Assigned Jobs

You will then see a screen with
assigned jobs

To edit the object data, click the
icon on the right with the check sign
and X mark.

n Provenance Tool - Archaeologist/Expert

ENIGMA

E Assigned jobs

itle e s
{47205C89-7FC6-4212- . —
4, - =
A9IC5-77FDC2F65172) Scarab and inseri ption other 24/6/2025
Items 1 - 1-10f1
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Step 2: Check and amend LEA
Input data

e Left: Work in the CG Presence and
analysis section

* Top: Section Tab with object details,
document uploads, images, 3D
models etc.

* Check: Data input & descriptions.

* Add: Expert information. E.g., object
style, chronology, condition, state

- etc.

e On the bottom right: click save or
next to proceed

 Use CH vocabularies (AAT, etc.)
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Step 3: 2D images / 3D models

* |n this section you can check the 2D
images (a single photo or a series of
photographs)

* You can also check a 3D model if
available

* This information is essential for
determining the object's
authenticity and similarity check

e Check the 3D reconstruction tool
(see right: side bar) to create a
model if needed. You can use your
own description or LEA images.

« Save the process if amendments
were made.
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Step 4: Check similarity

Left: Work in the Provenance
Analysis and UAIl based section

Click an image and 'submit." It will
take 5 minutes to check similarity

ENIGMA will check its database of
500,000 objects

The 100 best matching objects will
be generated to help authenticate
the object

You can click the link to see the
original object in other museum
collections
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Step 5: Review information or refer object

Go back to the CH presence event
analysis section

Go to the Assignment
Confirmation sections

and

Add final descriptions, remarks or
opinions

Decide if you want the object to be

released (safe), place it
under  protection (for police
custody), or ask for further

investigation
Bottom right: Submit the details
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E— Step 6: Create CG Report (the UAI Record)

eeeeeeeeeeeee

* After submitting and confirming the
::::::: amended information, you can go
back to the assigned jobs

PPPPPP

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

* The CG status has been updated
from pending to your suggestion —
here displayed as released

nnnnnnnnnnnnnnnnnnnnnnnnn

ssssssssss
rovenance Tool - Archaeologist/Expert

* On the right you can click the print
icon. This will generate the UAI
Record containing all information

""" | :Imt e This will be available for LEAs and
will be used for legal purposes

YOU HAVE NOW COMPLETED THE PILOT
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ENIGMA Next Steps

* This pilot forms part of a tool validation
process and 4 pilots in total, the other being:

* Pilot 2: Identification/ Tracing of
unregistered CGs

* Pilot 3: Monitoring Endangered Heritage
Sites

* Pilot 4: Validation of the ENIGMA
Platform

* Your inputs help us to refine and improve our
platform and technology

* Your input helps us to refine our training
materials and presentations

* We aim to develop tools up to prototype
level at the end of 2025
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getting started ...
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Thank you for your attention

N P

{4
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ENIGMA

Endorsing safeguarding, protection, and
provenance management of cultural heritage

eu-enigma.eu
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