
 

 

 

Endorsing Safeguarding, Protection & 

Provenance Management of Cultural Heritage 

 

Funded by the European Union. Views and opinions expressed are, however, those of 
the author(s) only and do not necessarily reflect those of the European Union or 
European Research Executive Agency (REA). Neither the European Union nor the 
granting authority can be held responsible for them.  

Grant Agreement 101094237 ENIGMA HORIZON CL2-2022-HERITAGE-01.  

 

 

 

 

  

 

 

 

  

 

 
 
BEST PRACTICES 
BOOKLET 
 

 

ENIGMA PROJECT  

Training Materials 

 

 

 



 

 
2 | P a g e  

 

BEST PRACTICES BOOKLET 
Endorsing Safeguarding, Protection & Provenance Management of Cultural Heritage 

 

 

  

 

 

 

 

 

ENIGMA CONSORTIUM 

 
Aristotle University of 

Thessaloniki (AUTH) Greece 

 
Etaireia meleton ypiresion kai 

logismikou geochorikis 
pliroforias I.K.E. (KIKLO), 

Greece 

 
Eratosthenes Centre of Excellence 

(ECoE), Cyprus 

 
Cellock LTd (CLK), Cyprus  

Turun Yliopisto (UTU), Finland 
 

Koninklijke Musea voor Kunst en 
Geschiedenis (KMKG), Belgium 

 
Kentro Meleton Asfaleias 

(KEMEA), Greece 

 
Hellenic Police (HPOL), 

Greece 

 
 

Heritage Malta (HM), Malta 

 
Noesis Technologies IKE 

(NOE), Greece 

 
Anysolution SL (ASOL), Spain 

 
 

Miralab Sarl (Mlab), Switzerland 

 

 

 



 

 
3 | P a g e  

 

BEST PRACTICES BOOKLET 
Endorsing Safeguarding, Protection & Provenance Management of Cultural Heritage 

 

 

Contents 
 

ENIGMA Consortium ...................................................................................................... 2 

1. Best practices Introduction ......................................................................................... 5 
1.1 Why best practices matter ................................................................................... 5 

1.2 How to use the best practices booklet ................................................................. 6 

1.3 ENIGMA training resources overview ................................................................. 7 

 

2. User roles and responsibilities ................................................................................... 8 

2.1 ENIGMA end users ............................................................................................. 8 
2.2 Responsibilities ................................................................................................... 9 

 

3. Enigma Best practices .............................................................................................. 10 
3.1 ENIGMA Tools .................................................................................................. 10 

3.1.1 Scenario Building Engine ........................................................................... 11 
3.1.2 Provenance Tool ........................................................................................ 12 
3.1.3 Earth Observation Toolkit ........................................................................... 13 

3.1.4 3D Reconstruction Tool .............................................................................. 14 
3.1.5 Public Engagement Application .................................................................. 15 
3.1.6 Similarity Report ......................................................................................... 16 

 

3.2 Photography & Recording ................................................................................. 18 

3.2.1 Laser Scanning for 3D ................................................................................ 19 

3.2.2 From 2D to 3D Reconstruction ................................................................... 21 
3.2.3 Photographing Details for LEAs ................................................................. 23 

3.2.4 Measuring CGs for LEAs ............................................................................ 24 

 

3.3 Cultural Heritage & GLAM Practices ................................................................. 26 

3.3.1 Museology and Object IDs ......................................................................... 27 

3.3.2 Museology and Heritage Vocabularies ....................................................... 28 
3.3.3 Museology, CIDOC and CMS .................................................................... 29 

 

 

 



 

 
4 | P a g e  

 

BEST PRACTICES BOOKLET 
Endorsing Safeguarding, Protection & Provenance Management of Cultural Heritage 

 

 

 

3.4 Ethics & Data Protection ................................................................................... 30 

3.4.1 Data Quality ................................................................................................ 31 

3.4.2 Data Ethics and Privacy ............................................................................. 32 
3.4.3 Public Engagement and Data Reliability .................................................... 34 

3.4.4 Data Licenses: Open Science and CCBY 4.0 ............................................ 35 
3.4.5 ENIGMA Technical and System Requirements ......................................... 36 

 

3.5 AI: Machine Learning and Large Language Models .......................................... 37 

3.5.1 AI and Prompt Writing ................................................................................ 38 

3.5.2 AI and Critical Reflection ............................................................................ 39 

 

4. Feedback and improvement ..................................................................................... 40 

4.1 Stakeholder engagement .................................................................................. 40 
4.2 ENIGMA Q&A / FAQ ......................................................................................... 41 
4.3 ENIGMA Feedback loops .................................................................................. 42 

 

 

 

 

 

 

 

 

 

 

 



 

 
5 | P a g e  

 

BEST PRACTICES BOOKLET 
Endorsing Safeguarding, Protection & Provenance Management of Cultural Heritage 

 

 

1. BEST PRACTICES INTRODUCTION 

1.1 Why best practices matter 

Best practices are more than guidelines — they are the distilled knowledge from experience, 

experimentation, and collaboration. In a complex environment like ENIGMA, where tools, users, 

and data intersect across domains, adhering to best practices ensures consistency, quality, and 

accountability. By following best practices, teams avoid reinventing the wheel, reduce errors, and 

promote interoperability. They also help new users onboard faster, while giving experienced 

practitioners a shared framework for collaboration and innovation and improve the efficiency and 

performance of tool application. As ENIGMA evolves, these practices become the foundation that 

supports scalable, ethical, and sustainable use of its tools and methodologies. 

 

“In short: best practices matter because they turn isolated 
expertise into shared success” 
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1.2 How to use the best practices booklet 

This booklet is designed as both a reference guide and learning tool. You can read it front to back, 

or use it modularly — jumping to the section relevant to your task, role, or tool. For maximum 

efficiency, the best practices provide a short and concise overview of the problem, written as a pitch. 

For maximized usability, the best practices are short and complemented with clear visual material to 

connect abstract principles to concrete results. Each best practice entry is organized using a 

consistent structure: 

• Description – Overview of the practice, why it’s important and when it applies 

• Ideal Scenario – Describes the “proper” application in practice 

• Do’s and Don’ts – Quick guidance on what to follow or avoid  

• Further Resources – Links to related practices, tools and/or standards 

 

 

Whether you are just starting with ENIGMA or refining your advanced workflow, this guide is here to 

support you. You can navigate the online best practices on https://eu-enigma.eu/ or download this 

PDF booklet for navigating the best practices. 

 

 

 

 

 

 

https://eu-enigma.eu/
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1.3 ENIGMA training resources overview 

The ENIGMA platform supports its users not just with tools, but with a comprehensive ecosystem of 

training materials. These resources are designed to reinforce each other — from step-by-step tool 

instruction to immersive VR experiences and context-rich case studies, as well as the best practices. 

This section offers a quick guide to the types of training available and how they complement the best 

practices outlined in this booklet. The ENIGMA training infrastructure consists of the following found 

on https://eu-enigma.eu/training/ Together, they form a continuous learning loop — whether you're 

onboarding, experimenting, or scaling up your use of ENIGMA. 

 

“How do these work together? Each of these resources 
complements the others, this flow mirrors how users often move 

from context to execution.” 

 

 

 

 

1. Best Practices – The foundation: sets 

expectations, mindset, and principles 

 

2. Real-World Examples – Demonstrates application 

of those principles in context 

 

3. Tool Training – Teaches hands-on usage of 

specific tools  

 

4. VR Training – Deepens engagement through 

experiential and immersive learning 

 

5. Repository – Supports ongoing exploration, 

inspiration and shared assets 

https://eu-enigma.eu/training/
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2. USER ROLES AND RESPONSIBILITIES 

2.1 ENIGMA end users 

ENIGMA supports a diverse user base with distinct roles and expertise, each with their own 

responsibilities. By defining these roles clearly, the platform fosters secure, transparent, and 

collaborative use of its tools. Whether working solo or in teams, understanding one’s role ensures 

proper use and strengthens the integrity and impact of shared work and identify the right best 

practices for each end-users workflows and needs. While the platform is flexible, three primary user 

groups are central to its mission: 

Law Enforcement Agencies (LEAs) use ENIGMA for fast, secure documentation and tracking of 

cultural goods in investigations, supported by tools for 3D recording and provenance management.

  
Museum Experts enrich and verify cultural records using heritage standards, ensuring accurate 

contexts to verify, amend and refine LEA input data.  

Archaeologists enrich and verify cultural records and site data using heritage standards, ensuring 

accurate contexts to verify, amend and refine LEA input data.  

 

 

 

 

 

 

 

 

 

 

 

 

The Italian Carabinieri’s retrieval of 
looted artefacts. 19 June 2018 

http://www.theartnewspaper.com/, 
accessed 20 April 2025 
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2.2 Responsibilities 

ENIGMA brings together users from diverse professional backgrounds each with their own 

methods, operational priorities, and thus also with particular responsibilities. While responsibilities 

vary by role, all users are expected to uphold the shared values of accuracy, ethics, and integrity. 

LEAs work within secure environments that support case documentation, chain-of-custody 

tracking, and confidentiality, all with their respective regulations and privacy considerations. 

Museum experts and archaeologists contribute detailed object records and align documentation 

with heritage standards. Each group plays a distinct role which relies on mutual collaboration. By 

fulfilling their individual responsibilities within their tailored ENIGMA environment, users help build 

a shared ecosystem of trust, interoperability, and cultural preservation. 
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3. ENIGMA BEST PRACTICES 

3.1 ENIGMA Tools 

 

ENIGMA’s suite of tools addresses the specific needs of cultural heritage professionals, museum 

experts, and law enforcement agencies in the pursuit of monitoring and protecting cultural goods 

against looting and illicit activities. From documenting cultural goods to building complex 

workflows, the tools offer a flexible, efficient, and secure environment for data management and 

analysis. The best practices in this section help end-users to use each tool efficiently. By following 

these best practices, users can maximize the potential of ENIGMA’s tools and contribute to a 

shared ecosystem of high-quality, reliable data. 
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3.1.1 Scenario Building Engine 
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3.1.2 Provenance Tool 
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3.1.3 Earth Observation Toolkit 
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3.1.4 3D Reconstruction Tool 
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3.1.5 Public Engagement Application 
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3.1.6 Similarity Report 
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3.2 Photography & Recording 

 

Photography and recording are critical elements in documenting cultural goods and ensuring 

accurate representations whether for analysis, or museological practices such as cataloguing and 

preservation. This section focuses on best practices for capturing high-quality images, 

transforming 2D photos into 3D models, and measuring physical and digital cultural goods. 

Following these best practices ensure that all collected data remains precise, reproducible, and 

ready for further processing. These best practices provide an essential foundation for 

collaboration between LEAs, archaeologists and museum experts. 
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3.2.1 Laser Scanning for 3D 
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3.2.2 From 2D to 3D Reconstruction 
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3.2.3 Photographing Details for LEAs 
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3.2.4 Measuring CGs for LEAs 
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3.3 Cultural Heritage & GLAM Practices 

 

Cultural heritage institutions like galleries, libraries, archives and museums, GLAMs in short, play a 

key role in preserving and interpreting cultural goods, as well as connect the past to the broad 

general public. GLAMs remain key in harnessing the past for future generations for which they rely 

on bespoke cataloguing systems and preservation practices. As such, this section offers best 

practices related to museology, object identification, digital cataloging, and heritage vocabularies, 

ensuring that cultural heritage data is structured, accessible, and ethically managed. Particularly 

relevant to LEAs, adhering to these best practices help maintain the integrity of collections, making 

data available for research, curation, and public engagement. 
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3.3.1 Museology and Object IDs 
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3.3.2 Museology and Heritage Vocabularies 
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3.3.3 Museology, CIDOC and CMS 
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3.4 Ethics & Data Protection 

 

Data protection and ethical standards are essential when handling sensitive cultural heritage 

materials. This section covers best practices for ensuring data quality, privacy, compliance with 

GDPR, and the ethical use of ENIGMA tools in cultural heritage contexts. These practices remain 

essential for data compliance, protecting individuals’ privacy, and securing the integrity of cultural 

data. By following these best practices, end-users can uphold both the legal and ethical 

responsibilities tied to their work, ensuring a sustainable and secure data environment. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Public Domain Image 
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3.4.1 Data Quality 
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3.4.2 Data Ethics and Privacy 
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3.4.3 Public Engagement and Data Reliability 
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3.4.4 Data Licenses: Open Science and CCBY 4.0 
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3.4.5 ENIGMA Technical and System Requirements 
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3.5 AI: Machine Learning and Large Language Models 

 

Artificial intelligence (AI) and machine learning (ML) are transforming how current practices process, 

analyze, and interpret cultural heritage data. This section provides best practices for leveraging and 

applying AI and large language models (LLMs) in tasks like textual analysis, image generation as 

part of ENIGMA. By following these best practices, users can ensure that AI tools are applied 

ethically, with high accuracy and transparency. This section highlights how AI can be an asset in 

cultural heritage, while also fostering critical reflection on its use. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
ENIGMA image co-created with AI 
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3.5.1 AI and Prompt Writing 
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3.5.2 AI and Critical Reflection 
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4. FEEDBACK AND IMPROVEMENT 

4.1 Stakeholder engagement 

Best practices are not static — they evolve with new insights, changing technologies, and growing 

communities of users. ENIGMA embraces continuous improvement by actively involving its 

stakeholders, from law enforcement officers to heritage professionals, collecting field-based 

feedback, and maintaining open channels for dialogue and refinement. These forums not only refine 

technical tools but also surface ethical considerations and operational needs that influence best 

practice design. Participation in these spaces is a way for users to help co-create the system they 

depend on — and to ensure it evolves in line with the real-world challenges they face. Thus, 

contributing to these processes is not just encouraged, but considered part of using the ENIGMA 

platform responsibly. 
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4.2 ENIGMA Q&A / FAQ 

To support day-to-day usability and training support for stakeholders and end users, ENIGMA 

maintains a Q&A and FAQ thread. These are continuously updated based on common user queries, 

field issues, and tool-specific challenges. FAQs are available for both technical usage and 

conceptual guidance — helping users apply best practices correctly and confidently. As a best 

practice, end users are encouraged to utilize the ENIGMA Q&A and FAQ so ENIGMA can grow with 

user demands and needs. This resource is part of ENIGMA’s commitment to clarity and accessibility.  

 

 

“The Q&A Thread reflects patterns in user experience and provides 
a space where feedback is directly transformed into helpful 
answers and updates.” 

 

 

 

 

 

 

 

 

 

 

 
 

Public Domain Image 
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4.3 ENIGMA Feedback loops 

Feedback is not a one-off activity, but a best practice process integrated within the ENIGMA platform 

as a means for future enhancement of ENIGMA tools and technology. Each tool, training module, 

and best practice includes embedded mechanisms for submitting comments, reporting issues, and 

suggesting improvements. These feedback loops are monitored and assessed regularly, with input 

routed to developers, content authors, and practice coordinators. These ensure that feedback 

directly informs platform improvements. 

By participating in this loop, users not only improve their own workflows but contribute to the quality 

and adaptability of the system as a whole. Whether it’s a suggested edit to a best practice, a bug 

report in a tool, or an insight from a field deployment, every contribution helps refine the ENIGMA 

ecosystem. Sharing what works, what doesn’t, or what’s missing is a responsible use of the platform 

— turning personal experience into collective progress.  

 

“In ENIGMA, giving feedback isn’t extra work — it’s 
part of doing things right.” 

 

 

 


